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Abstract. Cloud computing is the most promising current implementation of utility
computing in the business world, because it provides some key features over classic utility
computing, such as elasticity to allow clients dynamically scale-up and scale-down the
resources in execution time. Nevertheless, cloud computing is still in its premature stage and
experiences lack of standardization. The security issues are the main challenges to cloud
computing adoption. Thus, critical industrics such as government organizations (ministries)
are reluctant to trust cloud computing due to the fear of losing their sensitive data, as it resides
on the cloud with no knowledge of data location and lack of transparency of Cloud Service
Providers (CSPs) mechanisms used to secure their data and applications which have created a
barrier against adopting this agile computing paradigm. This study aims to review and classify
the issues that surround the implementation of cloud computing which a hot area that needs to
be addressed by future research.
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1. Introduction

Ww-l‘o' Cloud computing beecomes a promising networking for infrastructure pattern which can deploy large-
v, {\95 scale application in a cost-effective method. It is defined as “applications delivered as services over

‘{N the Internet and the hardware and systems software in the data centers that provide those services [1]
Recently, gloud computing has been wi by the industry and organizat g
usability and simple ?aoud of services mgnlca_ models. The number of clou::lgt[;:::;uz:: ::ci;;) t;l : B&S' UJ |
cloud of services to keep on the increasing daily

id of . and safe systems in the cloud computin h"""
environments. Cloud computing technology plays an important role in academic and in?i?lstrs d

organizations. The business processes are composed and implemented i b : .

couplcc{ environments and the composite of services which in::Edea nwk:g s?rvtihc:sil:g]&‘:::dth lmlulﬁ M
of services will be connected by varies patterns and approaches. Cloud co ting i cx;d?n Lo b‘b
organizations to use shared data storage and cloud resources, It is better th i A .
platforms. Further, cloud computing provides companies (0 haus-smelats
cost-effective cloud infrastructure [2]. Additionally, thed

amically s irtualized clou ces vi

grcan provide on demand
J. indeed, the cloud computing -“‘Dd L
ntluenced the way of application ‘1

Tulked  abovt in ty
Researth Ipeech
P ST: Y Content from this work may umm@?ma&m

e Commons Adtribution 3.0 lieence. Any

“ [LCS
of providing cloud /e

A




E

1st International Conference on Big Data and Cloud Computing (ICoBIC) 2017 10P Publishing
IOP Conf. Series: Journal of Physics: Conf. Series 1018 (2018) 012006  doi:10. 1088/1742-6596/1018/1/012006

development, which helps companies to save IT resources during the lifecycle and shorten application

development time [3].

Despite, the advantages of the cloud computing, it still surrounded by several issues that are
associated with security management [4] includes lack of trust in data security and privacy by users, DQ
organizational inertia, loss of governance, and uncertain provider’s compliance [5]. The security issue
‘W‘* s"nﬁ«\ became extra complex under the cloud model as new scopes have arrived into the problem scope W.L
¢ associated to the model data security [6], users’ privacy [7], network security, platform and
w \S infrastructure issues. Recently, studies from various disciplines emphasized to the importance of e
as of application to mitigate those issues. The new M S\’U ’
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e h cloud computing security management in all are
E i (A version of cloud security management consists of the processes and methods that are useful to reduce S A
Uﬁ cloud security issues. It also includes characteristics like on-demand service provision, virtualization « S@b
M 2 and virtual data centers, and high flexibility access to data on cloud storage and release of service EL ) bt s
-] B Q\& provision like storage, network, cloud applications, servers and its cloud services. Indeed, they present PIS _wm ck
i \S .)(O!S the conceptual model for cloud security that involved components such as data privacy, legally and %‘Mﬁ’ % |
W b standard, policy, compliance and regulatory issues of government organizations. Due to the fact that ;
QA ‘W\ there are many types of security issues, this study reviewed many types of security issues. This study <|1_k£$ \atk i
ﬁ% also classified the sub-issues of cloud computing under structured groups which helps future research 2 o 1
' to explore the related solution. To classify the security issues in the government, this study v
interviewed the managers of information technology department in 23 of lIraqi government e wUM‘j\

departments and they classified the security issues under five main groups which are: - mobility and
cloud government application security issues, cloud security services and application issues, cloud
security data, cloud network security issues and issues for cloud security platform and infrastructure.

The jndro basically fales abesk how clovd camrntl—'m& has come
2. Literature Review IN"\? Wa}f Sinct Hu YW, bv*- 'ﬂ h&S S&I(I?L[
19Sues

‘ | 2.1. Cloud Computing Issues 'H(Ul]" £x ‘\Sl' Wﬂm n Cbﬂ({ S€CU n{—Y :

“1, There are many cloud security issues appear in different type of technologies which include networks,
« fﬁ‘ﬁS databases, operating Systems, virtualization, resource scheduling, transaction management,
v : 2 t
concurrency control and memory management are used in cloud computing [8]. The cloud computing
is designed as computing utility. The majority of individuals and enterprises use to migrate their work
"( into the cloud, workloads which became more heterogeneous because the cloud computing resources
(\/\w are much more helerogeneous as cloud providers con date the clusters with new Tht L!OUJ
’ﬂ‘ generations of machines. For example, the government organizations run applications and data mu‘ﬁ. M
transfer in their own the private cloud and then transform it to the public cloud. Nevertheless, there
are many security issues exist in the cloud computing technology that threaten the data credibility and be VP dd' ﬂd
confidently. This emphasis to the important to design a cloud computing security with relevant ard corﬁ{sul
standards and policies to protect the users. Despite, there are major efforts made to design effective ven d
cloud computing, the cloud service security is still facing new business and management problems Cwed as
arising from virtualization, multi-tenancy in the cloud, and data encryption technology, trusted cloud — 1460 is, Jueg
and cloud data sensitive confidentiality issues [9]. The government and non-government organizations aa -Fvu n
are struggling to identify the features of cloud security issues and then build and prepare plan that can
help them to make appropriate decision toward a successfully adoption of cloud computing
technology projects for organizations. There are several key cloud security challenges within the
cloud computing environment as shown in Figure , which include mobility and application security
issues [10], cloud security services and applications issues, cloud security data issues [11]. cloud
network security issues [12] and cloud security platform and infrastructure issues [13]

‘158U }1.1. Mobility and Cloud Government Application security issues
oo  Despits the erouubsasabacbils computing, exploiting is ull potential s HECT is difficult due
To its inherent problems such as secure resource, frequent disconnections, and mobility [14].Data in QA
m other customers. Encryption is % Lot
critical to protect da a sensitive confidentiality and ile in transiting :..n o cloud M m
storage. Legally, third-party cloud service providers (CSPs) and their cusiomer organizations are gmmﬁ
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the cloud is typically in a shared environment alongside with data
iti ivacy of
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P fauils
distinct enterprises. fthe CSP fails in its responsibilities, it could have legal liability implications for IF 7

- the CSP’s_customér_organizations. : Customer organization_fails in its o pAIIES
w“ﬂl responsibilities, 1L1s Iess likely to be exposure to legal im lications of the CSP [15]. Tlgera are some  dud g stg
respolislhﬂltles for the organizations suc exibility access issue of cloud providers, protect

previders  will

sensitive data in the cloud computing, understand legally and standards issues, software development ‘Flj AT W&{(
Lt/ life cycle management, portability and interoperability, and cloud platform reliability and latency. The e W s
‘u‘{; 3 CS’? policy is a foundational issue that is related to legal definition and organizational charter to facilitate On 2 o
.Er M and guide the establishment of the yisian ens_responsibilities, and authorities of major actors in kﬂd ,F -Hu,
cloud computing organization, “W. provides frameworks that are WF {;“5
easily integrated into wﬂware applications for (he security architecture Lommun:ly Its patterns are }.L— :”"y 4

. for sec is 'less

based on schematics th ata traffi -omputing and particular
{0 fon with policies implemented at each step for the ulcmd security 1ssues. The_ cloud __h, bé y

Hﬁlﬂ{\'- W&Lj mobile apphcanons can connect and request services hosted on a remote cloud computing by G-F' mﬂmmd
* . interfaces [18]. However, mobile Web services need to CUﬂﬁldLr additional constraints other than dﬂ}
Sbrv'\bﬁ IJJW standard Web services: frequent loss of connectivity, low computational resources, and low

Service  Frovy
W ﬂﬁﬂ[” bandwidth [37]. In this section, the mobility and cloud government application security issues are Tovider

b discussed.  Hawp 4y fadee wh Covlsldﬁm‘hfm dur’mj ﬂf;zm&l Werle Pf.aru-\mj
Table 1 Tssues for Mobility and Cloud Government Application Security Ba: ed on Studies

Maobility and Cloud Government Application security issues [ Related works | |
Lack of Standards, Legally, and Policy [16]-[19]. 2
Loss of Security Governance [201-{22]. :
Malicious Insider Threats in the Cloud Computing [23], [24][25] e
Cloud Computing Regulatory Requirements and Cloud Compliance [22], [26}-{29]). R
Challenges [301[31] "
Cloud Computing Portability and Interoperability ;
Biometric Security System for Cloud Computing Environment [32][33][34][35]

4 W 2.1.2. Cloud Security Services and Application Issues
Tom ¥ ot Service and application level issues relate to the security factors concerned with performance

measurements of the cloud computing system, and the CW—, and cloud scr\nc
r q.'“al\w r [41]. For example, in what ways do mobile clond Piling systems ensure data o C!Wd IWQS

: qGility; what are the fault- tolerance (FT) mechanisms employcd to ensure smooth execution and
(S \.W o meet user on
GUI\L demand and Egmgemegts Additionally, capabilities of th B e

ik
dummenupted service [42], Therefore, cloud of services able to nd dvnamicall hﬁ g
e cloud can be rapidl
increased to meet immediate demand

and_elasticall j_
nd_scaled down to_release unused resou 'J‘
&T" monitoring should be d Oﬂ

: es. However,
one by the cloud service provider frequently to

ensure that the cloud is secure
and not_infected by the malicious code that have been uploaded tom

attackers with the purpose o stealmg sensitive data or even damaging the information of users. ]lhe Sm'ce
]  Further, Table® illustrates the issues for cloud security services and application based on studies

bellow. 2 P Y'O\fld
Table 2. Issues for Cloud Security Services and Application Based on Studies

Cloud Security Services and Application Issues
Cloud Service Level Agreement (SLAs) and Quality of [36][45]. Related works :
Service ’ [22], [43], [46]-(54]. N
el Cloud S N Lok 1, (oL e o s D
Access Control in Cloud Computing Environment 231, [25], [27), [28], [55 ' < ¥
Security of Cloud Interfaces and APT - | [381, [48], [58]-{62]. : HE R
| Availability of Cloud Data i 42T i ‘

. ovmll e dowd Rm ar
-,M;ﬁ?rs {mi ‘a&“ﬁwﬂ st;*:m

130

ek

Neadl hpock ﬂ-.‘fg

G

OLICE DEBOLY



Lst International Conference on Big Dat

1OP Canf. Serics; Journal of Physics: Conf. Series 1018 (2018) 012006

2.1.3. Cloud Security Data

which must be trusted. Therefore, unau

information [52], [54], [59]. In trusted and clou
e
Yol

the cloud computing env
protected by the management

w dg A
[ee
‘ol

ober elds,

Cloud Security Data Securi
Cloud Data Privacy Security

Data Protection in Cloud Computing
Envi nts

i ned
Leoxt " | Cloud Data Confidentiality Issues
bersecu Cloud Data Limitations and Segregation

lass H%mlegiw
¥ Cloud Dath Eavesdropping Attack and Leakage

2.1.4. Cloud Network Security Issues

VITICE DEPOTs

Cloud network security is one of the network security issues, Cloud Computing permits ever-present,

convenient, on-demand network access Lo a shared pool

' provisioned and free with negligible management effort or service provi
the Cloud Computing embodies a comparatively new computing model, there is an

about how security at network can be attained and how applications
d Computing [62]. The cloud network

\$  time of nodes while performing data communication through co-operative caching [8].

A to the fact that
important deal of vagueness
Ginee l‘.\W_A security is progressed to Clou

!

and Cloud Computing (ICoBiC) 2017

Generally, the data in cloud computing belongs to different owners in the

cloud computing resources . « I ¥

thorized users should be forbidden from data_or f_pn{qdmfﬂll{“t ¢ &
ata sensitive cunt:dcnlliaiily reli'ers to original data '(2("(,(5 h k‘f?‘ﬂ i

t systems with securnty guard services in ‘m{-wmaﬁon 4

e ¢ That must keep in a password protected by data managemen
ironments. All cloud data are entered, stored and backed-up in a password-

of data in the cloud computing [63]. Besides, the cloud data storage isa F

CIWL?‘-'h'\ ‘-)S\" model of data storage in which the integrity data is stored in logical pools. It allows cloud users to
store their data in a remote server fo get rid of expensive local storage and managing brand cost and
then flexibility access data of interest anytime and anywhere [64].

Table 3: Issues for Cloud Security Data Based on Studies
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$ be & Cloud Account or Cloud Service Hijacking [19], [40], [63], [64]
Cloud Network Traffic Analysis and control (211, [25], [45], [65].
Bandwidth Cost in the Cloud [26], [50], [51], [58]].
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Distributed Denial of Service (DDoS) Attacks for the [21, [15], [471, [66].
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2.1.5, Cloud Security Platform and Infrastructure Issues

Seeurity of the cloud infrastructure relies on trusted cloud and cryptography. In addition, no standard l oud Hmzm.n} )
Lie @

" service contract exists that covers the ranges of ¢
: i ! a'l organizations, Beside that the cloud computing technology allow to design an
QM e Y time alert system on top of the cloud infrastructure [44].

y infrastructure that Cloud Management Agents can use to
demand. Also, multi ¢loud providers support different platforms \
infrastructure security is the basis of cloud computing security,
mainly in the cloud for the upper layer of security services to provide

an be a varicty of intrusion defens

Joud services available and the needs of different ¢

d implemented a real @
However, cloud computing offers an clasic T e,l‘.-'ﬂ'hf'
obtain streaming resources that match the [l o d

and offer constantly changing

security, infrastructure security
redundant backup of data,
security issues the sk

of intrusio!




Since L]‘

A3
Mes

A

ot !\
’ L0
I‘Um \{{3" Wcompming is designed as computing as a utilj

yechunol

€
w‘\;\’\l’\‘ns *‘U resources are much more heterogeneous as cloud providers constantly scale or update the clusters

\pecot

e

* to adapt for its business for more profitability, interoperability, capability, and scalability. This
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centralized security solution for insecurity cloud is proposed and the scenarios of this system and

associated end-user’s concern and is also the focus this work’s research direction. Therefore, the
methods after that constructed.
I

Table 5: Issues for Cloud Security Platform and Infrastructure Based on Studies

Cloud Security Platform and Infrastructure Issues References

Cloud Platform Reliability and Latency (311, [65], [71]-[68].
The multi-tenancy in the Cloud [15]. [24], 271, .
Scalability and Capability in the Cloud i B

Many cloud security issues can obtain from different technologies that including networks,
databases, operating systems, virtualization, resource scheduling, transaction management,
concurrency control and memory management are used in cloud computing [8]. Additionally, cloud

tv. Custorsegg-rent computing resources in the cloud to

complete their work. Then to ensure t uircmenls defined by customers

{ and guarantee the resource utilization 1 S The—srend=datacenters, effective resource management
systems should be considered. Therefore, more individuals and enterprises migrating their work into

the cloud, workloads in the cloud become more heterogeneous. Meanwhile, cloud computing

with new generations of machines [69]. However, in reality government organizations run
applicati data Ir: r.in their own jvate cloud and then trapsmute it to the public cloud.
hile there are many security issues exist in the cloud computing technology , cloud security should

R ooty Se et Tndd "Comipobing changes.. ure Foc

Cloud commt‘:fng is a new emerging technology, which évery organization these days wants Y‘rﬂ

network communication defined cloud computing, highlighted all the cloud service models likes
public, private. hybrid and community cloud computing. In addition to_information_security risks
under traditional IT architecture, cloud service security is still facing new business and management

cloud and cloud data sensitive confidentiality issues [9]. However, cloud computing is changing the
current IT delivery model for services. Benefits for business and IT include reduced costs, scalability,

mobility [40]. The enterprise will be able to_identify the features of cloud security issues and then

ng

is needed 1o balance the operational and financial cost as well as proactive actions to secure data,

network, platform information systems and technologies [70]. According to [53] understanding the
rue potential of mobile cloud computing and identifying i with mobile : i i

easibili accessibility remain a major cancern for both the customers and the enterprises [
Therefore, the presence n§ cfouﬁ sec.unty 15sues and cﬁallenges have critical influence o%n is success'
of cloud computing systems. Thus, it is critical to identify and classify control various issues durin
cloud computing environments by using contralling mitigation techniques those security issues, thg
success rate of cloud computing systems could be increased. Cloud security, cloud data privac;
feasibility and accessibility remain a major concern for both the users and the e;:te rises [56? Th 2
are several key cloud security challenges within the cloud environment such as [zg} Key store e
must be protected in data storage, detection and recovery and in backup. | ot e
cad to encryption data. Flexibility accesses to key data storage have to'{: mited Lo the 2 ;
nel Who require the individual keys. These keys ought 1o be under policies governing them

nproper
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4. Conclusion

Cloud computing is a new emerging technology, which every organization these days adapt it (o
facilitate the flexibility of their businesses in terms data storage, exchange, transform which enable
them to upgrade their profitability, interoperability, capability, and scalability. This network
communication defined cloud computing, highlighted all the cloud service models likes™ public,
private, hybrid and community cloud computing, Thewgwgi_sw%
delivery_modeg|_for services. Benefits for business and 1T include reduced costs, scalability, an
flexibility access to data on cloud storage, capacity utilization, higher efficiencies, performance, and
mobility. Despite, the advantages of the cloud computing, it stll surrounded by several issues that are
associated with security management, includes lack of trust in data security and privacy by users,
organizational inertia, loss of governance, and uncertain provider’s compliance. The security issue
became extra complex under the cloud model as new scopes have arrived into the problem scope
associated to the model datg se rity, users’ p ecurity. and platform and infrastructure
T ighlig writy issies) The finding of this
study emphasises that there are five main issues associated with cloud computing implementation
which are Mobility and Cloud Government Application security issues, Cloud Security Services and
Application, Cloud Security data, cloud network security issues and cloud security platform and
infrastructure issues. These issues form g for future research to fill up security issues ga
through providing either technical approach or émpiTical mo el 1o miliga_tey_s__g__i__s%,gs_.
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Service Models

Once a cloud is established, how its cloud computing services are deployed in terms of business madels can differ depending on requirements
The primary service models being deployed (see Figure 1) are commonly known as

« Software as a Service (Saa$) — Consumers purchase the ability 1o access and use an application or service that is hosted in the cloud. A
benchmark example of this is Salesforce com, as discussed previously, where necessary information for the interaction between the consumer and
the service is hosted as part of the service in the cloud

Also, Microsoft has made a significant investment in this area, and as part of the cloud computing option for Microsaft® Office 365, its Office suite
is avallable as a subscription through its cloud-based Online Services

Platform as a Service (PaaS) — Caonsumers purchase access 1o the platforms, enabling them ta deploy their own software and applications in
the cloud. The operating systems and network access are not managed by the consumer, and there might be constraints as to which applications
can be deployed. Examples include Amazon Web Services (AWS), Rackspace and Microsoft Azure

Infrastructure as a Service (laaS) — Consumers control and manage the systems in terms of the operating systems, applications, storage, and
network connectivity, but do not themselves cantrol the cloud infrastructure

Also known are the various subsets of these models that may be related to a particular industry or market. Communications as a Service (CaaS) is
one such subset model used to describe hosted IP telephony services. Alang with the move to CaaS is a shift to more IP-centric communications
and more SIP trunking deployments. With IP and SIP in place, it can be as easy to have the PBX in the cloud as it is to have it on the premise. In
this context, CaaS could be seen as a subset of 5aa5.

virastructure is abstracted, and
Software as a Service (SaaS) By

es can be deployed. Can be
to be supported and managed

Platform as a Service (PaaS) [t Ryl

Physical infrastructure is abstracted to prowide computing, storage, and networking as a
service, avoiding the expense and need lar dedicated systems,

Infrastructure as a Service (laaS)

Figure 1. Service Model Types

Deployment Models

Deploying cloud computing can differ depending on requirements, and the following four deployment models have been identified, each with
specific characteristics that support the needs of the services and users of the clouds in particular ways (see Figure 2)

Private Cloud — The cloud infrastructure has been deployed, and is maintained and operated for a specific organization. The operation may be
in-house or with a third party on the premises.

Community Cloud — The cloud infrastructure is shared amang a number of organizations with similar interests and requirements. This may help
limit the capital expenditure costs for its establishment as the costs are shared among the organizations. The operation may be in-house or with
a third party on the premises

Public Cloud — The cloud infrastructure is available to the public on a commercial basis by a cloud service provider. This enables a consumer to
develop and deploy a service in the cloud with very little financial outlay compared to the capital expenditure requirements normally associated
with other deployment options

Hybrid Cloud — The cloud infrastructure consists of a number of clouds of any type, but the clouds have the ability through their interfaces to
allow data and/or applications to be moved from one cloud to another. This can be a combination of private and public clouds that support the
requirement to retain some data in an arganization, and also the need to offer services in the cloud




Introduction to Cloud Computing White Paper

Enterprise Public internet

Figure 2. Fublic, Private, and Hybrid Cloud Deployment Example

Benefits
The following are some of the possible benefits for those whao offer cloud computing-based services and applications:

# Cost Savings — Companies can reduce their capital expenditures and use operational expenditures for increasing their computing capabilities.
This is a lower barrier to entry and also requires fewer in-house IT resources to provide system support.

* Scalability/Flexibility — Companies can start with a small deployment and grow to a large deployment fairly rapidly, and then scale back if
necessary. Also, the flexibility of cloud computing allows companies to use extra resources at peak times, enabling them to satisfy consumer
demands.

* Reliability — Services using multiple redundant sites can support business continuity and disaster recovery.

* Maintenance — Cloud service providers do the system maintenance, and access is rhroughat do not require application installations onto
PCs, thus further reducing maintenance requirements,

* Mobile Accessible — Mobile workers have increased productivity due to systems accessible in an infrastructure available from anywhere.

Challenges

The following are some of the notable challenges associated with cloud computing, and although some of these may cause a slowdown when
delivering more services in the cloud, most also can provide opportunities, if resolved with due care and attenticn in the planning stages.

* Security and Privacy — Perhaps two of the more “hot button” issues surrounding cloud computing relate to storing and securing data, and
monitoring the use of the cloud by the service providers. These issues are generally attributed to slowing the depleyment of cloud services. These
challenges can be addressed, for example, by storing the information intemal to the organization, but allowing it to be used in the cloud. For
this to occur, though, the security mechanisms between organization and the cloud need to be robust and a Hybrid cloud could support such a
deployment.

* Lack of Standards — Clouds have documented interfaces; however, no standards are associated with these, and thus it is unlikely that most
clouds will be interoperable. The Open Grid Forum is developing an Open Cloud Computing Interface to resolve this issue and the Open Cloud
Consortium is working on cloud computing standards and practices. The findings of these groups will need to mature, but it is not known whether
they will address the needs of the people deploying the services and the specific interfaces these services need. However, keeping up to date on
the latest standards as they evolve will allow them to be leveraged, if applicable.

* Continuously Evolving — User requirements are continuously evolving, as are the requirements for interfaces, networking, and storage. This
means that a “cloud,” especially a public one, does not remain static and is also continuously evolving.

* Compliance Concerns — The Sarbanes-Oxley Actf{GOXWn the US and Data Protection directives in the EU are just wo among many compliance
issues affecting cloud computing, based on the type of data and epplication for which the cloud is being used. The EU has 2 legislative backing
for data protection across all member states, but in the US data protection is different and can vary from state to state. As with security and privacy
mentioned previously, these typically result in Hybrid cloud deployment with one cloud storing the data internal to the organization.

Communications in the Cloud

For service developers, making services available in the cloud depends on the type of service and the device(s) being used to access it. The process
may be as simple as a user clicking on the required web page, or could involve an application using an AP| accessing the services in the cloud.
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release their own services and those developed by others, but using Teleo infrastructure and data. The

Teleos are starting to use clouds to
provides a revenue generating opportunity

expectation is that the Telco's communications infrastructure

Using the Communications Services

ilities, or stand alone as service offerings, or provide new interactivity

When in the cloud, communications services can extend their capab
capabilities to current services.

nications capabilities into business applications, such as Enterprise

e businesses to embed commu
 business people, these can be accessed

Cloud-based communications services enabl
ement (CRM) systems, For "on the move

Resource Planning (ERP) and Customer Relationship Manag
through a smartphone, supporting increased productivity while away from the office.

systems, and conferencing systems for

oyrnents of VoIP systems, collaboration
their capabilities, as well as stand alone

These services are over and above the support of service depl
d linked into current services to extend

bath voice and video. They can be accessed from any location an
as service offerings.

based communications provides click-to-call capabilities from social networking sites, access to Instant

in terms of social networking, using cloud-
broadening the interlinking of people within the social circle.

Messaging systems and video communications,

Accessing through Web APls

s in & cloud-based environment is achieved through APls, primarily Web 2.0 RESTful APls, allowing

Accessing communications capabilitie
dvantage of the communication infrastructure within it (see Figure 3).

application development outside the cloud to take a

Media and signaling
capabilities

Cloud-based service

Figure 3. Web 2.0 Interfaces to the Cloud

ities for cloud-based services, only limited by the media and signaling capabilities within
ment of voice and video acrass a complex range of codecs and transport
the media can be delivered to the remote device more easily. APls also

These APls open up a range of communicatians possibil
the cloud. Today's media services allow for communications and manage
types. By using the Web APls, these complexities can be simplified and
enable communication of other services, providing new opportunities and helping to drive Average Revenue per Userand attachment

rates, especially for Telcos.

Media Server Control Interfaces

When building communications capabilities into the “core of the cloud,” where they will be accessed by another service, the Web 2.0 APls
ard media controlling APls such as MSML, MSCML, and JSR309. The

can be used, as well as a combination of 5IP or VoiceXML and the stand
s expected

combinations provide different capability sets, but with MediaCTRL being developed in the Internet Engineering Task Forcl
that MedlaC-:TRL will supersede MSML and MSCML and have an upsurge in availability and more developments after it is ratified. JSR309 is a
notable choice for those seeking Java development, as it provides the Java interface to media control

Figure 4 is an example of accessing services in the cloud through Web 2.0 and media control interface APls.
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those resources seamlessly, There are generally two ways to scale an IT architecture; verti-

cally and horizontally.

Scaling Vertically

Vertical scaling takes place through an increase in the speciﬁca'tions of an individual
resource (for example, upgrading a server with a larger hard drive, more memory, or

a faster CPU). On Amazon Elastic Compute Cloud (Amazon EC2), this can easily be
achieved by stopping an instance and resizing it to an instance type that has more RAM,
CPU, I/0, or nerworking capabilities. Vertical scaling will eventually hit a limit, and it is
not always a cost-efficient or highly available approach. Even $0, it is very easy to imple-
ment and can be sufficient for many use cases, especially in the short term.

Scaling Horizontally

Horizontal scaling takes place through an increase in the number of resources (for example,
adc_hl‘llg more hard drives to a storage array or adding more servers to support an application).
This is a great way to build Internet-scale applications that leverage the elasticity of cloud
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Introduction

For several years, software architects have created and implemented patterns and best
practices to build highly scalable applications. Whether migrating existing applications to
the cloud or building new applications on the cloud, these concepts are even more impor-
tant because of ever-growing datasets, unpredictable traffic patterns, and the demand for
faster response times.

Migrating applications to AWS, even without significant changes, provides organizations
with the benefits of a secured and cost-efficient infrastructure. To make the most of the
elasticity and agility possible with cloud computing, however, Solutions Architects need to
evolve their architectures to take full advantage of AWS capabilities.

For new applications, AWS customers have been discovering cloud-specific IT architec-
ture patterns that drive even more efficiency and scalability for their solutions. Those new
architectures can support anything from real-time analytics of Internet-scale data to appli-
cations with unpredictable traffic from thousands of connected Internet of Things (IoT)
or mobile devices. This leaves endless possibilities for applications architected using AWS
best practices.

Thfs chapter highlights the tenets of architecture best practices to consider whether you
are migrating existing applications to AWS or designing new applications for the cloud.
These tenets include:

*  Design for failure and nothing will fail.
= Implement elasticity.

*  Leverage different storage options.

=  Build security in every layer.

= Think parallel. '
* Loose coupling sets you free, |

= Don't fear constraints.

Understanding the services covered in thi : ' {
in this book in the e 5
to succeeding on the exam. context of these practices is key \
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::EAWS CERTIFIED SOLUTIONS
HITECT ASSOCIATE EXAM
OBJECTIVES COVERED IN THIS
CHAPTER MAY INCLUDE, BUT ARE
NOT LIMITED TO, THE FOLLOWING:

Domain 1.0: Designi i i
.0: gning highly available, cost-effici e
tolerant, and scalable systems i

v 1.1. Identify and recognize cloud architecture consider-
ations, such as fundamental components and effective
designs.

Content may include the following:

« How to design cloud services
=« Planning and design
« Familiarity with:
= Best practices for AWS architecture

« Hybrid IT architectures (e.g., AWS Direct Connect, AWS
Storage Gateway, Amazon Virtual Private Cloud [Amazon

VPC], AWS Directory Service)

. Elasticity and scalability (e.g., Auto Scaling, Amazon

Simple Queue Service [Amazon 5Q$], Elastic Load

Balancing, Amazon CloudFront)



